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Hacrosmuii [IperickypanT sBISIETCS HEOThEMIIEMOM 4YacThi0 JloroBopa moctaBKu
CpPENCTB 3a1UTHI uHdopmauu 151 OKa3aHUs YCIyT B CUCTEME
«KpuntoCss3b» { 3amuineHHbI i DNEeKTPOHHBIN JIoKkyMeHTOOO0pOT} HIIIT

«xunadopmipoext» (OmnepaTop) u pazMemniaercs Ha caiite Onepatopa B cetu MHTEpHET
no anpecy www.infotrust.ru.

[TongpoOHOE omucaHWe CBOMCTB MPEIOCTABISIEMBIX YCIYT, YCIOBUSAX WX OKa3aHUS
coliepKUTcsl B YcloBHSX oOKa3zaHus ycnyr B cucreme «KpuntoCasizb» {3aniuiieHHbIi
OnexkTpoHHbINH [JoKyMeHTOO0O0pOT}.

OcHoBHble ycinyru B cucteMe «KpuntoCBs3b»{3aluileHHbId  DJIeKTPOHHBIN
JlokyMeHTO000pOoT}, OKka3zbiBaeMble OriepatopoM Ha ocHoBanuM juieH3uit @Ch Poccun u
PoccBa3b0XpaHKyIbTYpHI:

1 IocTaBKa cpeCTB 3aUTH HTHGOPMALIMK U MOAKIKYeHne AOOHEHTA:

— TloaroroBka M MocTaBKa CPEACTB 3aIIUTHI MHMOPMAIUK, IKCILTyaTallMOHHON U
COMPOBOAUTENILHON JOKYMEHTAIINH;

— ComnpoBoxaenue PerimamenTa 3amuieHHOTO 3JIEKTPOHHOTO JOKYMEHTO000pOoTa
B cucteMe «KpuntoCss3by {3amuineHHbii DneKTpoHHbINH [JoKyMeHTO000pOT} ;

— Perucrtpanus AGoHEHTa U €r0 YIOJTHOMOYEHHBIX JTOJKHOCTHBIX JIUI] B YYETHBIX
dbopmax Onepatopa.

2 Yy 1o BHEAPEHUIO:

— MoHTax, ycTaHOBKA, HACTPOWKA MOCTABISEMBIX CPEJICTB 3aIUTHI HHPOpPMAIIUN
Ha  aBTOMAaTU3UPOBAHHOM  pabouem MECT€  3allMIIEHHOIO0  3JEKTPOHHOIO
nokymeHntoobopota (APM-32]1) AGoHeHTa;

— Hacrpoiika napameTpoB 3alUIIEHHOTO 3JIEKTPOHHOIO JTOKYMEHTOO00pOTa;

— OOyyeHue  yNOJHOMOYEHHBIX  TMOJb30BaTeleli  a0OHEHTa  MpaBHJIaM
AKCIUTyaTallMy CPEJICTB 3aUThl HHGOopManuu u padote B Cucreme.

3 AOOHEHTCKOe 00CTyKNBAaHHE:

— MW3sroroBnenue cepTUPUKATOB KiIOUeH moanucu (Y IOCTOBEPSIONIUN IICHTP
InfoTrust HIIIT «MxundopmmpoexTy);

— bazoBas TexHuueckas mojepxKKa, Koropas BKIO4YaeT B ce0s MHGOPMHUPOBAHUE
MOJIb30BATENICH, OOHOBJICHHE PEIU30B  IOCTaBIEHHBIX BEPCHA  MPOTPAMMHOIO
o0OecrnieueHus: U KOHCYJIbTAIMU 10 3JIEKTPOHHOM mouTe security(@infotrust.ru;

— Pacmmpennas TexHmueckas MOJJEpPXKKa, KOTopas BKIo4YaeT B cedsi bazoByio
TEXHUUYECKYIO OJIJICPKKY M KOHCYJIbTaluu 1o tenedony +7(3412)918-100;

— TexHudeckoe COMPOBOXKIEHUE, KOTOpOE BKJIOYaeT B ceOst paboThl MO
COMPOBOK/ICHUIO MMPOTPaMMHO-aNapaTHOTO oOecreueHust Ha paboueM MecTe a0OHEHTa, B
TOM YHUCJIE MO TEXHUYECKOMY OOCTYKMBAaHUIO, MPEAYCMOTPEHHOMY TEXHUYECKOU U
AKCIUTyaTallMOHHOM qokyMeHTauuei Ha CK3M.

HITIT «MxxundopmpoexT» Biageet muueH3usmMu YnpasieHus PCb Poccuu o Y amyprekoit PecriyGnuke
Ha OCyLIECTBIEHHE padoT MO pacHpocTpaHeHHIO MH(poBanbHEIX (Kpunrorpadudeckux) cpeacts ot 22.08.2008 Ne
01, ma ocymecTBiIeHHe PabOT MO TEXHUYECKOMY OOCITYKHUBAHUIO MIHU(GPOBATBHEIX (KpUNITOTPAdUICCKHUX) CPEICTB
ot 22.08.2008 Ne 02 u Ha ocyuiecTBIIeHHE paOOT IO MPEJOCTABICHUIO YCIYT B 00JIacTH MK poBanus HHopMamn
ot 22.08.2008 Ne 03, muuenzusamu OenepanbHoi ciy)ObI 10 HAA30PY B chepe MACCOBBIX KOMMYHHUKAIUN, CBSI3H U
OXpaHbl KyJIpTypHOro Haciaenus (PoccBs3boxpaHKynbTypa) Ha MpaBoO IPEAOCTABICHUS YCIYT CBSA3U IO Iepenade
JAHHBIX, 38 UCKJIIOUEHHEM YCIyT CBS3H IO Mepefaye NaHHBIX IS Ielield mepeaadu rojJocoBoil mHpopManuu, oT
18.08.2008 Ne 59491 u renemarnyeckux ycayr cBs3u oT 18.08.2008 Ne 59492.

www.infotrust.ru (v.14 / 16.08.2012) 2 © 000 HITI «MxuudopMmpoekT», 2005 - 2012



http://www.infotrust.ru/
mailto:security@infotrust.ru

g™ Ilpeiickypanm na ycayzu é cucmeme «KpunmoCeazo» {3aujuuiennoiit Inekmpounsiii /Jokymenmooodopom,)
‘i
Ne Haumenoeanue Lena,
pyo.
1 2 3
Yceayru
1 N3roroBiaenue ceprudukata KJIW0Ya NOANUCH (CpOK aeicTBus 1 rox)
1.1 «MH®PA» — 3amunieHHas 3JIeKTPOHHAsl 10YTa 1890
1.2 «MH®PA+» — 3amuiieHHas 3JeKTpOHHAs [104YTa, Ha CepTUPUIIMPOBAHHOM 2690
) HocuTene™*
1.3 | «<YJIBbTPA» — Aytentudukanus KIueHTa U 3alTUIIICHHAs YICKTPOHHAS MOYTa 2500
1.4 «YJIbTPA+» — Aytentudukanus KIUEHTA U 3allUIICHHAs SJICKTPOHHAs TI0YTa, Ha 3300
) cepTuUIIMPOBAaHHOM HOCHUTEIE™
L5 «TPACT» — YHHUBepcalbHBIN cepTH(HKAT 3030
) (6 m.u. ona cucmemvl « KpunmoCesazon{ OTYETHOCTH uepes MHTEPHET})
1.6 «TPACT+» — YHUBepcalbHBINA CepTUPHKAT, HA CePTUHUIIPOBAHHOM HOCHUTENE™ 3830
) (6 m.u. ona cucmemvi «KpunmoCssazo»{ OTYETHOCTD uepes HHTEPHET})
1.7 QJIAT» — Ceprudurat y1s1 yCOBEPIICHCTBOBAHHOH 3JIEKTPOHHOMN H(PPOBOIA 3300
MOJIMUCH
1.8 QJIAT+» — CepTrduKaT 1151 YyCOBEPIICHCTBOBAHHON AJICKTPOHHOHN IHU(PPOBOi 4100
) MOJINKCH, Ha CePTUPHUIIMPOBAHHOM HOCHUTETIE™
2 Tapudnble MIaHbI HA NOAKJIIYEHHE H TEXHUYECKYI MOIEPKKY
2.1 | Hoakaouenne, 3a 1 APM-330]] GecriaTHO
2.2 ba3oBasi TexuHuveckasi nogaepxka, 3a 1 APM-33/] B ron OecIuIaTHO
2.3 | PaciupeHHasi TexXHUYeCKas moaaep:xkka, 3a 1 APM-33/1 B rox:
2.3.1 | CTAHIOAPT 2700
2.3.2 | OKCIIEPT 3300
2.3.3 | [TIPOPU 3900
23.4 JYIT (be3 yuema cmoumocmu abOHEeHMCKO20 0OCIYHCUBAHUS 8 CUCTEME 2700
| «KpunmoCesszb»{ OTYETHOCTH uepes HHTEPHET})
3 Bueapenne APM-39/1, 3a 1| APM-39/1:
3.1 | CTAHJAPT, n.u. 1,5 H.u.
3.2 | OKCIIEPT, H.4. 2 H.4.
3.3 | [IPODPU, H.4. 2,5 H.4.
34 | AYIT *, H.u. 2 H.Y.
3.5 | JlonoaHuTeabHbII moab3oBaTeab APM-30]1, H.4. 0,5 H.4.
CpeacrBa 3amutbl uHGopmannu (IIpogykThI)
4 CpeacrBa KpunTorpau4eckoi 3aluThl HHPOPMALHUH
CK3U Kpuntollpo CSP/CK3U KpuntoAPM (muctpubytus CD, popmysip,
4.1 600
nokymenraisi, ceprupukatr PCh Poccun)
42 JIunen3us Ha npaso noiabs3oBanus CK3U «Kpunrollpo CSPy» Bepcus 3.6 Ha oqHOM 1800
) pabouem mecte MS Windows, cepmucpurxamer @CE Poccuu NeNe C®/114-1542, CD/124-1543
43 Jlunen3us Ha npaBo ucnodb3oBanus «KpuntoAPM Crangapt» Bepcus 4, 1200
cepmugpurxamor ®CE Poccuu NeNe C®D/114-1712, Co/124-1713
JInnensus Ha npaso ucnonb3oBanus «KpuntoAPM CrangaptPRO» (Bkitouas
4.4 | nunensuro Ha npaBo ucnoibzoBanus «Kpunrollpo TSP Client» u «Kpunrollpo 2500
OCSP Client»), cepmugpuxamor @CE Poccuu NeNe CD/114-1712, CD/124-1713
4.5 | Jlunensus Ha npaBo nosb3oBanus [10 «Kpunrollpo Office Signature» 600
Jluuensus Ha o6HoBieHue CK3U «Kpuntollpo CSP» no Bepcuu 3.6 Ha ogHOM
4.6 . 750
pabouem Mmecte MS Windows
4.7 | Jlunensus na o6HoBIeHUE [10 «KpuntoAPM» Ha CK3U «KpuntoAPM Crarnmapr» 600
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CBA3L
Ne Haumenoeanue Lena,
pyo.
1 2 3
Bepcuu 4
48 JIutensus na oonoBnenue [0 «KpuntoAPM Cranmapt» Bepcun 4 Ha CK3U1 1300
) «KpuntoAPM CrangaptPRO» Bepcuu 4
JInuensus va oonoBnenue [0 «KpuntoAPM» Ha CK3U «KpuntoAPM
4.9 1900
CrangaptPRO» Bepcuu 4
4.10 N3rororneHue nyOnukaTa JUIICH3UN Ha TTpaBo Mcnoib3oBaHus [10 50 %
) * OT CTOMMOCTH JIMIICH3UHU
YcTpoiicTBa 3aIMIIIEHHOT0 XpaHeHusi Kia4eBoil nHgopmanun (USB-Tokenbl)
4.11 | USB-kmiou eToken PRO (Java), 3ammmiénnas namsate 72Kb 1000
4.12 USB-xitou eToken PRO (Java), samuménnas namsite 72Kb, cepmugpuram &@CTIK 1050
: Nol883
4.13 | Dnexrponsslii naeaTudukarop Rutoken 32K6 900
4.14 OnextponHbli uaenTudukarop Rutoken 32K6, cepruduunpoBannsiit @CTOK, 1050
cepmugpuxam OCTIOK Ne 1395
CpeacrBa 3alIUThI OT HECAHKIMOHMPOBaHHOTO noctyna (C3U HCH)
4.15 | JIuuensus Ha ucnonb3oBanue Secret Disk 4 2800
4.16 Jlutien3us Ha ucnonb3oBaHue ceprudupoBanHoi Bepcun Secret Disk 4. bazoBbrit 4900
) koMIUIeKT ¢ USB-kimrouoM, cepmucpuxam @CTIK No 1742
4.17 DneKTpoHHBIN 3aMOK «C0o00IbY, cepmuguram PCTIK PP Ne 1967, cepmugpuxcam ®CE B/@
Poccuu Ne CD/027-1450
4.18 Kommnieke C3U HCJI «Axkopa-AMI3», cepmupuram @CTIK PD Ne246/7, cepmudpuram B/@
@Ch Poccuu Noe CD/127-1602
4.19 | Jlunen3us Ha paBo ucnosb3oBanus «Kpunrtollpo EFSy» Ha onHoM pabodyem mecte 1000
JApyrue cpeacrsa 3amuThl HHGOPMALUH
4.20 | Ilepenaua npasa Ha ucnonb3oBanue [10 ViPNet Personal Firewall 472
421 [Tepenaya nmpasa Ha ucnonb3oBanue [10 ViPNet Personal Firewall, cepmugpuram ®@CB 2124
Poccuu No Cd/115-1285
4.22 | Tuctpubytus I10 ViPNet 1000
4.23 | AatuBupyc Kaspersky / Dr.Web B/@
5 JlonoIHUTeIbHBIE YCJIYTH
5.1 PaboTsl no TexHuueckomMy conpoBoxaenno APM-33/1 (svie30 cneyuanucma 1o daxry
ON1Ia4UBAemcst OMOEIbHO), H.4.
5.2 Boie3n cnenmnanucra cepprucHoro nenrpa (CLI):
5.2.1 | B npenenax Hacenennoro nyHkra Cl] 200
5.2.2 | no 50 km ot HaceneHHoro nmyHkTa CIL] 600
5.2.3 | 1o 100 km ot HacenenHoro nyHkra CI] 800
5.2.4 | no 150 km ot HaceneHHoro nmyHkTa CI| 1200
5.2.5 | mo 200 km ot HaceneHHoro nyHkTa CI| 1600
5.2.6 | 6oaee 200 km ot HacesneHHOro nmyHkTa CI] B/ @
Opranu3zaiiys u NIpoBeACHNUE MPOLEAYP MO pa3pelieHUI0 CHOPHbIX CUTYALMIA,
5.3 | cBs3aHHBIX C MOAJUHHOCTBIO ANEKTPOHHBIX IOKYMEHTOB U CEpTU(UKATOB, 3a 1 4000

JOKYMEHT/cepTudukaT

* — rapaHTUHHBIA CPOK Ha HocuTedb 12 MecsueB. B TeueHue rapaHTHIHOrO cpoka MpU HACTYIJICHUU
rapaHTUHHOIO Cilydas MPOM3BOAUTCS O€3BO3ME3THOE M3rOTOBJICHHE CepTH(HKaTa KI04a MOJMUCH Ha
HOBOM HocuTene. [Ipu 3ToM 1ata okoHYaHMsI IEWCTBUS HOBOTO cepTU(dUKaTa KIII04a MOANKMCH COBIAJaeT
C TOYHOCTBIO 10 MecAlla C JaTOH OKOHYaHUs JeHCTBUS 3aMEHsIeMOro cepTuduKara Kiroua MoANKCH.
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CToumocTh HOpMO-4aca (H.4.) Ha pabOTHI CHEIMATNCTa CEPBUCHOTO IIEHTPa M0 BHEPEHUIO, YCTAHOBKE,
HACTpPOMKe/TIepeHACTPONKE, TEXHHYECKOMY compoBoxacHnio APM-33]1, Ha pabouem mecre AGoHEHTa

Ilpeiickypanm na ycayeu 6 cucmeme «KpunmoCeazoy {3auwjuwennsiii dnexkmponunstit [Jokymenmoodopom}

(6v1e30 cneyuanucma ve 6x00um 6 cmoumocms u onaadugaemces omoenvro) — 1000 pyoO.

Bba3oBble kommiekTsl APM-33/] ¢ noak/aoyeHuemM

Pacwmupennaa | Bueo-
1Lena,
Komnnexm / Haznauenue Cocmas P mexnoooepicka, | penue,
Pyo. pyo. ¢ 200 pyo.**
Ceprudukar kmoua noganucu «YJIbTPA+
CTAHIAPT CK3U Kpunrollpo CSP, CK3U KpuntoAPM | 6900 2700 1500
Cranpapt, uctpubdyrus I[10
AyTeHTuduKanus KIMeHTa JlonoJHuTeIbHBIA 0Jb30BaTe) b APM-
U 3aIlUIIEHHAas JIeKTPOHHAs [TouTa 33/1: CeprudukaT KiItoua Mo ucu 3300 — 500
«YJIBTPA+»
Ceprudukar xiroua moanucu « JINT+»
IKCHEPT CK3H KpurrrolTpo CSP, CK3U KpuntoAPM | 9000 3300 2000
VYcosepmencrsoBannas OLI, CrannaprPRO, ’HHUCTPH(SYTHB 1o
AYTeHTHMKAIIAS KIHEHTA JlonoHuTEAbHBIH NOJb30BaTe b APM-
H JAIEHHAS SEKTPOHHAS TIOUTa 33/1: CeprudukaT KiItoua 1Mo IIucH 4100 — 500
«QJIUT+»
PO®H Ceptudukar wiroua noamucu «YJIBTPA»
AyTeHTHUKAIS KIHCHTA CK3U Kpurrrollpo CSP, CK3U KpuntoAPM
 SAUICHHAN HICKTPOHHAS T0UT Crannapr, Secret Disk 4 cert (ngueHslxm B 14124 3900 2500
CO CPEICTBOM 3aLIATHI OT eToken PRO(Java)/72K cert), ViPNet
Personal Firewall cert, Auctpubyrus 110
HECaHKIIMOHUPOBAHHOT'O JOCTYIa
AYIT * Ceptudukar xiroua moamucu « TPACT+»
CK3U Kpuntollpo CSP, CK3U KpuntoAPM | 7430 2700%* 2000
AyTeHTU(HKAIHS KITHCHTA Crannaprt, Juctpudyrus I[10
U 3aIlUIIEeHHAas IeKTPOHHAs [ouTa JonoaHuTeIbHBII M0JIb30BaTe b APM-
+ «KpuntoCssizp» {OTUETHOCTD 33/1: CeprudukaT Kitoua moucu 3830 — 500
yepes MHTEPHET} «TPACT+»

* KOMIIJIEKT MOAKIIIOYEHHs, YCIyI'H MO MOJKIIOYEHHUIO, BHEJIPEHUI0 UM TEXHUUYECKOW MHOJAEp)KKE IO
tapupuomy tany AYIT npennaznauensl st APM-3D/], Ha KOTOPBIX COBMEIIAIOTCS YCIYTH CHCTEM
«KpuntoCasi3b» {3amuimeHHbII DJIeKTPOHHBbIH JdoxymeHTO00OpOT} 51
«KpuntoCBszsb»{OTYETHOCTD uepes UHTEPHET}. IlpeacraBneHHas neHa Ha TEXHUYECKYIO
HOJAEPIKKY JONOJIHSIETCS CTOMMOCTBIO aOOHEHTCKOTO 00CITy>KNBaHUS B cucreMe
«KpuntoCBsi3b»{OTUETHOCTD uepe3 MHTEPHET} no BeiOpanHOMY Tapu(pHOMY IUIAHY.

** Bpre3 creuaincTa OIuIaynuBaeTCs OTIEIbHO.

ennbl ykazanbl B pyoJsx (0e3 HAC). Llensnl geiictByior ¢ 16 aBrycra 2012.

00O HIIIT «Hxcungpopmnpoexmy ¢ 01.01.2003 npumensem VIIPOLUJEHHYIO CUCTEMY
HAJIOI'OOBJIO’KEHHUA (Veeoomnenue HUMHC Poccuu no Oxmsabpvckomy pationy 2. Howcescka
Yomypmcroii Pecnyonuku om 04.12.2002 Ne 07-11-01/41).
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