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® Bonbllas YacTb yTEYEK NPOUCXOAUT
HEYMbILLNEHHO. [epekpbITb BO3MOXHOCTU
C/ly4YalHOM YTEYKN O3HAYaeT pelinTb Npobnemy {_'
Ha Tpu 4eTBepTU. bopbba Xe ¢ nHcaraepamu- C S a21C
3/10YMbILIEHHUKAMU — 3TO B CPEAHEM MEHee
NpUopUTETHas n bonee cnoxHas 3agada. Mpu
OrPaHWUYEHHOCTM CPEACTB e€ cneayeT pewaTb BO
BTOpYIO o4yepeap.

® MobunbHble HocuTenn nHdopmauumn (HoyTbykn,
Pr3WKN U T.M.) U UHTEpHET — 3TO ABa OCHOBHbIX
KaHana yteyek. Kak HaMepeHHbIX, TaK u
CnyyauHbiX. “MobubHbIE” HEHAMEPEHHbIE
yTeUYKN AOCTAaTOYHO JIErKO NepeKkpbiTb, BBEAS
obs3aTenbHoe WnudpoBaHne AaHHbIX.
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PROACTIVE CONTENT SECURITY

OnbIT BbISAIBIIEHUA CKPbITLIX U
HEKOHTPOJNIMPYyeMbIX KaHanoB
YyTEYKU NPU UCNONMb30BaHUN
MHTepHeT

LLLLLLLLLLLLLLLLL



CxeMa BK1IOUEeHus
eSafe'

PROACTIVE CONTENT SECURITY
Al Sale Alsklin
= EM

gﬂlﬁ_

q51'r-r

T

Sp g ey

£t Riskid

Cxema paborhl

eSafe WTA™

i
A
B
n
[ [eHEpPALMA OTYETOB Semmmiy  eSate
|l
A A
|l [ ]
|=l L L ]
= - ]
= - ) .
» ]
- Lt ¥}
o "".'.'.:.l!..b
g > ]
u| SO0 PBOLIYBOOOBOS
= . 4
wPart mirrors
MHTEpHET MemceTeron Cuctema BpenoHoCHEIR Hd KOMMYTATODE Monsaoearent
IKpaH 3AWMTH KOHTEHT WK MapLIpyTH3aToORE WiHTEpHET
||
||
O
O
| |
[ |

Aladdin

SECURITY SOLUTIONS



PROACTIVE CONTENT SECURITY

Aladdin

HenermntTuMmHblie KOMMYHUKaLUM

HenerntumHblie Kom MYHUKaLUnNun

HTTP PROXY 13,531
SOCKS PROXY o7
ANONYMUS WEB-PROXY 1,791
MS INTERNET NET SHARING 3

°* HTTP Tunneling )

e HTTP (SSL) Tunneling 48

e HTTP OVER SSL (HTTPS) 1,502
TYHHeNnuHr

* HAMACHI 4
TpOSiHbI

* SeeMe Backdoor 1

° Brontok.A 1



HenerntuMHble KOM MYHUKaLlUN

Aladdin




KoMMyHukauum wnmoHckoro Mo

Spyware

° QUADRO 38
* EROR GUARD 115
* ROGUE 112
* EASYSEARCH (BI) 4

* NEW.NET 13
* GATOR 195
* DIRECTWEBSEARCH 27
* VISICOM (BI) 4

e XXXTOOLBAR 256
* DEBORAH 1

e CMSINIT 1,392

Aladdin
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KnueHtbl pannoobMeHHbIx ceten/IM

dannoobmeHHble ceTu (P2P)

- * GNUTELLA 5
* BITTORRENT 29,497
° DC++ 6
* EDONKEY 2000 13,995
* WAREZ 1
*  WINMX 36
* SKYPE 530
MNMepepaya cpannos B IM
* GOOGLE TALK 160
* |CQ/AOL 4
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yaaneHHoe ynpasJsieHue

REMOTE CONTROL
°* LOGMELN

* CITRIX

° RDP

°* RADMIN

- OO N b
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PROACTIVE CONTENT SECURITY
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KakK 3TO MO)XXeT BbIrnsiaerTb
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Cucrembl 6e3onacHocTu (L1103)
eSafe

PROACTIVE CONTENT SECURITY
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eSafe

PROACTIVE CONTENT SECURITY

Aladdin

SECURITY SOLUTIONS

TpeboBaHua K 3awmTe

Cregywume 3Tank
OeRcTBMA Koga

PaKTHYeCKHA yuepb
cucTemMme/
CReOyHLWMH 3Tan 3arpy3xku

HayuHaeTcA zarpyska
BpeqOHOCHOIO KOaa

JKCNNOWT OenNCcTBYEeT,
MCMONbL3YA HAWOEeHHYHO
YAIBMMOCTL

Mone3oBaTens BXOOWT
Ha CAWT ¢ BHEeAPeHHbLIM
BPReAOHOCHEIM KOOOoM
MMM OTHPLIBAET
hHepcrkoe coobuleHWe

3JTan ataku

BeKTop aTakwn

Mepenaeaemble
nakeTbl
OAHHBIX

MNogonspyUTenbHEIA
KOHTEHT
MzBeCcTHRIA
TN OaHHbIX

AKTUBHbIA KOHTEHT

AHanus Mpoeepka AHanus DUNETPpaLMA
XapakTepa AKTMBHbLIX cannos Tpadcgpuka
AaHHbIX aneMeHTOR B NPUIOMeHWAX

YpoBeHb
CKaHWpOBaHWA
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Kak 3TO pea/im30BaHO B

eSate

... U APYIrMx npoaykKrax

Aladdin
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PROACTIVE CONTENT SECURITY

YpoBeHb A0CTYyNna K AaHHbIM

URL punbTpauus
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eSafe® URL Filter
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® 95 MMNIMOHOB CanToB, 3 MUNNMapaa

NMPONHAEKCUPOBAHHbIX CTpaHUU SIGNATURE ANTI-VIRUS
® 68 KaTeropum canToB
e 150,000 HOBbIX CTpaHWUL, KaXkablA AE€Hb PROACTIVE ANTI-VIRUS
e (O6HOBNEHNE CaNTOB/CTPaHUL, KaXable
1-6 Hepenb “DRIVEBY- SPYWARE BLOCKING
. * [loapo6Hble OTYETDI r- ~
A BO3MOXHOCTb Ha3HAYEeHUS MONUTUK: WEB/URL FILTER :M;L;u:n_:
® B cOOTBETCTBUM C 6IOAXKETOM e S

NoNb30BaTeNs Un ero rNpUHaaIeXHOCTH
K rpynne (LDAP/AD)

IM P2P HEMDTE@ ANTI-SPAM
CONTROL |

= A ~
® [lo umeHun xocta unun IP-appecy 5 WY e
& SPYWARE pypoprs “Ea:plnlt':mm;ro:rm
i ® [lo NpUHaaNeXHOCTN K NOACETH,
. avanasoHy IP-agpecos unu VLAN T—"
U ® C ncnonb3oBaHMeM nnaruvHa K Microsoft WEB TRAFHC | 2% Bl evaTRarrC

ISA
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eSafe® URL Filter

eSafe

PROACTIVE CONTENT SECURITY

® [lo pe3ynbtataMm ayTeHTUPUKaunm C
NCNONb30BaHUEM YTUNUTLI eSLogin

e Jltobon npodunb MOXET BbITb TMOKO

HACTPOEH MO BpeMeHU A0CTyna K
NHTepHeT

CRAWLING

Data Center
Security

YyEEE EEp>~
||

N

500 Crawlers
Intelligent
crawling
database

-3.2 billion
indexedweal
pages/images

120 million
pagesimonth

Aladdin

SECURITY SOLUTIONS

ANALYZING

Content
Analyzing
Technology

OChR

Full text
classification

Object
detection

Logo detection

Face
recognition

Porn detection
Digital
fingerprints

Data
Canter
Hardware

=1,000 servers

34 MBitfsec
internet access

. 20 terabyte

cache

12 worldwide
remaote servers

Processing
4 million
webpages/
emails a day

5 to 10 times the size of competitors’ databases!

a0 million
URLs

6l categories

150 sites
updated daily

7% sites
known

EmE
[ K ¥ |

3 ]
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SIGNATURE ANTI-VIRUS
)

PROACTIVE ANTI-VIRUS
{

HTML EXPLOITS DETECTION
“DRIVE-BY" SPYWARE BLOCKING

1 R _ _

WEB/URL FILTER |

=

IM pzp REMOTE

P~ CONTROL

Lu il

o

[THY
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& HTTP | Email Standartization

<  Exploit Detection

— ) EMAIL TRAFFIC
EER
mas ]
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PROACTIVE CONTENT SECURITY

YpOBHM aHaNIM3a U nepepaum
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eSafe® WEB
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® [1poakTUBHbLIN aHTUBMPYC. MNPoaKkTUBHOE

6noknpoBaHue Ao 98% BpeaOHOCHOro SIGNATURE ANTI-VIRUS

Koda “zero-hour”, Bkitouas TposStHOB U

Hepeen PROACTIVE ANTI-VIRUS

® CuUrHaTypHbI aHTMBUPYC,

cepTudnumMpoBaHHbIN M Ha 100% L ExpLowS pETECTION
- 6ﬂOKMpOBaHMe “D,MKMX” BMPYCOB DRIVE-BY" SPYWARE BLOCKING
v ® 3awuTa OT 3KCMIOMTOB. [MpOaKTMBHOE

610KMpOBaHME NOMbITOK 3KCrlyaTaumm L LT
B ya3BMMOCTEN B Web Tpaduke ~ N
. \%)
? ® bnokuposaHue akcnnoutos B HTTP M p2p REMOTE || ANTISPAM
| | |

NpoTOKOS1E . -

HTTP Email Standartization
SPYWARE  expioits Exploit Detection

APPLIFILTER

® |[MpoBepka 100% HTML Ha Hanu4uune
BPEAOHOCHbIX CKPUMTOB, SKCMNIOMTOB,
LOpYyrvux BUOOB BPefoOHOCHOro Koaa B Beb
CTpaHuuax, Beb-rnoyte, B Tesie email wesTRaFRC | 353 Bl evaLTRaRRC

e N

Aladdin
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Aladdin
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eSafe® WEB

YananeHvne BpeaoOHOCHbIX U
noao3puTesnbHbIX ckpmnToB (SmartScript
Filtering™)

BrnoknpoBaHne CKpUNTOBLIX BUPYCOB U
3KCM/IONTOB

brnokmnpoBaHune nssectHbix HTML n HTTP
skcnnouTtoB (XploitStopper™)

YnaneHue (onumoHanbHo) ActiveX Taros

Pa3peLlleHne BbINOSIHEHUS TONIbKO
npeaonpeaeneHHbiX AoBepeHHbIX ActiveX
06bekToB (ONUMOHAsBHO)

Pa3pelleHne Ha BbIMNOJIHEHME TOJIbKO
NpeaycTaHOB/IEHHbIX I0BEPEHHbIX
ActiveX obbekToB

SIGNATURE ANTI-VIRUS

PROACTIVE ANTI-VIRUS

HTML EXPLOITS DETECTION
“DRIVE-BY" SPYWARE BLOCKING

WEB/URL FILTER EMAIL FILTER

A N
=
IMm pzp REMOTE | ANTI-SPAM
o CONTROL |
= :
N |
o n N
a
a HTTP  Email Standartization
< SPYWARE pxpioits| | Exploit Detection
N N
WEB TRAFFIC  ma® EMAIL TRAFFIC
bes et
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eSafe® WEB

TTTTTTTTTTTTTTTTTTTTTTTT

® OnunoHanbHoe yaaneHue Java annjaeToB
® OnuuoHanbHoe yaaneHue cookies

® OnuunoHanbHoe 6rnoknposaHne HTML
CTpaHuL, coaepaLumx
npeaonpeneneHHble CnoBa
® OnuuoHanbHOe NMHCNEKTUPOBAHME
a KOHTeHTa SSL Web cTpaHuy

YeTbipe YpOBHSA 6/10KMpoBaHUSa Spyware:

® bnokupoBaHue Ha YpOBHe AOCTYnMa

® BnokMpoBaHWE HaBsA3aHHOW peKaMbl U
npenoTBpalleHune “drive by” Spyware

® bnoknposaHue Spyware no CUrHatypam
® BnoknpoBaHMe KOMMYHUKaLMK Spyware
MHoroe apyroe ...

Aladdin
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SIGNATURE ANTI-VIRUS

PROACTIVE ANTI-VIRUS

HTML EXPLOITS DETECTION
“DRIVE-BY" SPYWARE BLOCKING

o
WEB/URL FILTER EMAIL FILTER

A 1

iMm p2p REMOTE |}
CONTROL

ANTI-SPAM

[«
i
N |
= A A
=
& HTTP | Email Standartization
< | SPYWARE pxpioirs Exploit Detection
7 AN
WEB TRAFFIC  ma® EMAIL TRAFFIC
ses ]
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eSafe® WEB SSL

eSa{: C ) (N
e [lononHeHne GyHKLMOHANBLHOCTH 4 0
eSafe® WEB BO3MO)XHOCTbIO SIGNATURE ANTI-VIRUS
NpO3payYyHOM NPOBEPKM 3alIMPPOBAHHOIO ~
L\ Tpacuka (HTTPS, SSL, TLS) PROACTIVE ANTI-VIRUS
1 | L
m e HTML EXPLOITS DETECTION
“DRIVE-BY" SPYWARE BLOCKING

n _ o HTTPS Server
HEA P
o s __ Outhound

EE y @ & 1 SCiP

E’ \Interne': . @esafe Web mey WEB/URL FILTER EMAIL FILTER
- ; Sha 8085 -
- < im p2p REMOTE | ANTI.SPAM
g o CONTROL

Inbound
SCIP

WEB TRAFFIC 1 — EMAIL TRAFFIC
EER
encrypted : -

APPLIFILTER

<

decrypted

Aladdin
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PROACTIVE CONTENT SECURITY

YpoBeHb nNnepefnayvvm AaHHbIX

| 1V
OuUNbTP NPUNOIKEHUN
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eSafe® Application Filter

® bnoknposaHue BpeoOHOCHOro Koaa
ypoBHs wnto3a (CodeRed, Nimda, MS
Blaster n 1. a.)

® bnokupoBaHMe KJIMEHTOB
dannoobmeHHbix ceten (P2P), Skype

® bnoknpoBaHue VMIHTEpHET-NenaXepos

a ® BnokMpoBaHME KOMMYHUKALIMM

\ Spyware/adware npunoXeHum

. ® brioknpoBaHue HeaBTOPU30BAHHOIO
g TYHHENMpoBaHUA

5 — HTTP Tunneling

— HTTP (SSL) Tunneling
— HTTP OVER SSL (HTTPS)

i — TOR, HAMACHI etc.

0 ® bnoknposaHue 100% aHOHUMHbIX
g MPOKCH

|

Aladdin
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SIGNATURE ANTI-VIRUS

PROACTIVE ANTI-VIRUS

HTML EXPLOITS DETECTION
“DRIVE-BY" SPYWARE BLOCKING

A A
WEB/URL FILTER EMAIL FILTER

] iM p2p REMOTE | ANTI-SPAM

- CONTROL

=

-

- 1. A

<

APPLIFILTER

HTTP Email Standartization
SPYWARE cxp| 0TS Exploit Detection

N 4

W
EER
WEB TRAFFIC EMAIL TRAFFIC
ses ]
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eSafe

PROACTIVE CONTENT SECURITY

eSafe® Application Filter

® BIOKMpPOBaHME NOTOKOBbLIX BUAEO/ayano C
BO3MOXXHOCTbIO CO3/1aHNS1 YEPHbIX N BENbIX CIUCKOB

pecypcoB
Pratacol Bules "'= .?f
[ Anti-zpam L Streaming blocking
Spuware/Adware Protection ]
Bt I:n:nntent. Filters ) Allows controlling use of strearming traffic by defining who can send/receive
""" Active Content & Cookies streaming content per user or server [P address.
m [ SmartSeript Filters
----- Archives
[ ] [ W5 Office Files
----- File Tywpe Spoafing
B #ploitStopper e Fezticted E Trusted
] o R S Email Security - - : =
1 A I Phizhing Prevention E E
m ] e Strearning Traffic
o [ AppliFilter [Add-on Service]
n [ LIRL Filter [Add-on Service]
[ Lisgke
[ Adrniniztration
| |
| |
| |
O
| |
[ |

Aladdin

SECURITY SOLUTIONS
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SECURITY SOLUTIONS

eSafe® Mail

eSafe Realtime
Detection Center

I

Engine | Engine Il
Realtime Deep Content
Inspection Inspection

Productivity

-

: Security



eSafe

PROACTIVE CONTENT SECURITY

& ['ve just turned 18

eSafe® Mail Content Filter

@ Real-time black lists (RBL)
© Internal black lists

Fle Edt Wiew Tools Message Help > © DNS Lookup
¥ B 0o O Spoofed sender
. ) Header Analysis
Date: 15552003 n 19 v o © Mail-bombing Prevention
I com ¥ © Email Harvesting Prevention
— © Subject Analysis
\
ll My name s Lisa and | have just turned 18, 0 Spa,m Database Ei
A @ Lexical Text Analysis
=‘ 1 would like to share @ Statistical Text Analysis*
Il I i 2 e
I=\ ilrmjji{'v el @ Heuristic Analysis*
EEA 1 also '}a,vedmanvd (&) Porn Image Detection®
young friends ready - : "
.‘== bo entartain you S & Web Beacon Detection
] online. Optical Character Recognition (OCR)*
=
You can now see me and my friends doing
o EVERYTHING completely FREE!
=’{‘ Yo n also get FREE ACCESS to thousands
- of PORN]sitest (D Text Manipulation Detection*
- [click HERE Nowe! for your FREE ACCESS! | ) URL Classification*
B * Available with eSafe Advanced Anti-spam service
]
. - -
m ® Spam Phishing
[ |
O

® Spam Fingerprint
® Spam Fuzzy Fingerprint

Aladdin
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eSafe® Mail CSE
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® bnokupoBaHue 100% wn3BECTHbLIX

“OMKux” BUpPYCOB CUrHaTYPHbIM SIGNATURE ANTI-VIRUS
aHTMBMpPYCOM eSafe. bnoknposaHue
BpeaoHocHoro koaa (ActiveX, Java)
NPOaKTUBHbLIM aHTUBUPYCOM eSafe. === | I
I »n.'a‘.'v“é'hfr’-f"sfﬂl-fﬂ"é‘ﬁfg&’fuc |
= e (O6Hapy>eHue n broknposaHue I ,
\Y) s e - —x‘?'F — e - - ,’h\ — e -
- SKCI/IONTOB. B |
®* 3SddeKkTuBHOE rnoaasneHne cnama (4o WAL FRIER : FMAY. FILTER :
B 99,9%) NpakTU4eckn 6e3 NOXHbIX A A"
: Cpa6aTbIBaHMl7| m p2p REMOTE |  ANTI.SPAM
0 . E CONTROL |
® bnokunposaHue cookies oT 5 7
HeJOBEepPEHHbIX NCTOYHNKOB N BCeX emalil 3 wre_ | emai standartization
. < SPYWARE pypioirs Exploit Detection
i ® YpaneHne MakpoCOB U BHEAPEHHbIX 4\ -
E nokymeHntoB (MS Office, Hanpumep),
i NONTYHYEHHbLIX U3 HEAOBEPEHHbDbIX WEB TRAFFIC | #28 B EmALTRARRC

NCTOYHUKOB
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eSafe® Mail CSE
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* BCTpOEHHbIe MEeXaHU3MbIl 3allUTbl OT

DoS, relaying, email spoofing, email SIGNATURE ANTI-VIRUS
attachment spoofing u 1. 4.
® B0O3MOXHOCTb @aBTOMaTMYECKOWN OTMNPaBKK PROACTIVE ANTI-VIRUS
Konun email Ha yKa3aHHble agpeca
® BO3MOXHOCTb aBTOMaTUYECKOW d HTMLEXLOTS DETECTON
o nepeaapecaumm email Ha ykasaHHble | e
E agpeca - :
® BO3MOXXHOCTb ONpeaeneHns nosuTUK 1 WERURLFITER (PR SLERC |
B | 1!
< OrpaHuyeHun ans obpaboTkm MOYTHI Ha At
u YPOBHE rpynn " nosib30BaTeENIEN . M p2p REMOTE i ATEshis
LDAP/AD  —
* [lpoBepka BaNMAHOCTM BlooKeTa SR D rr—
i nonb3oBaTens U ero email —
E (vHTerpauus ¢ LDAP/AD) u oTka3 B
B NnpueMe email B cNlydae HEBAJIMAHOCTU WEB TRAFFIC | #28 B EmALTRARRC
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PROACTIVE CONTENT SECURITY
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eSafe® Quarantine Report

fe SPAM Quarantine Report - CoobuieHne (HTML)

Aﬁ\" 4}] 7.% | x _j :;, my % £, Hagexrbie cmcem - [ 5; Y j ‘ 2::::%“ : I ,g?_#

OtsetuTe OTeeTuTE Mepewmate || ¥aanute Mepemectute Cozgate  Jpyrue 3a6N0KNpOBaTE He sBnfeTcA HexenarencHeim BruiGpate K MNomeTuTe Kak OTnpaenTe
BCEM BNanky ™ NPaBuao gedcTena = oTnpasuTens KATErOpHI0 ™ MCNOAHEHMIO ™ HENpoUTeHHEe || 4§ BEASAMTE ™ B OneNote
P P
on esafe-guarantine @esafe01. aladdin.ru Otnpaeneqo: BT 08.04.2008 14:01
Komy: DL esafe
Konua:
Tema: eSafe SPAM Quarantine Report
Quarantine reports are send to you automatically every day. To request the latest report with spam held in your quarantine since the last report was sent, please click on this button: [Request Report] =
eSafe Spam Management
Quarantine Report for:esafe@aladdin.ru - 39 Spam emails were introduced in the quarantine since the last report
The emails listed below were placed in your personal Spam-Quarantine since the last report. Please review the list below, select the appropriate ACTION for each quarantined email and click SUBMIT REQUEST. If you consider all emails to be spam,
no action is required, just ignore this report.
Mail ID Date Subject From Action
3999435587  08-Apr-2008 10:10:18 TpvAoE0H JOr0E0p C HHOCTPAHHEIME paSoTHHEAMH kvo@nextsohitions us Releaze
3999436046 08-Apr-2008 10:15:01 Jacob & Co. Watches steverith 892 @johnbumham com Release
3999436591 08-Apr-2008 10:22:49 Ban mymen cafir? knm@ren com Release
3999438087 08-Apr-2008 10:38:22 Kak usbexarts onmbok ONTHMASA MM HATOTOBEIX ITaTeked? andybatesemba @rasal net Release
3999438379 08-Apr-2008 10:40:42 Fw- Re: Re: HaTO&HBIE TOTOJIEHN tplgwyebu@boysenberrys com Release
3999438940 08-Apr-2008 10:44:53 3axas ORIETOE B TeaTpE! H KOHIEPTH ¢ ZocTasroH mo Mockse ostmaster@azteccolourprint co.uk Release 3
3999439289  (0B-Apr-2008 10:47:1% Re:llperramaen Ha ceMMHAp williamvee@barbarascanlon com Release 1
3999435459 08-Apr-2008 10:48:50 Jocraeka oTmpasneH i indust ahoo.com Release
3999439532 (B-Apr-2008 104927 IOPHIHYecKad OMHOKa dotyk@qwest.com Release
3999439543 08-Apr-2008 10:49:30 Kypcoesie Ha saxas winitsue_elle/ net Release
3999440470  08-Apr-2008 10:35:40 Adgwma-Jly=mee: [lpesseps:, Coexramm, Komreps: iel.salcido@us.calyon.com Release
3999441283 08-Apr-2008 11:01:22 BHsHeC-TpONeccE - ONTHMHEALHT, PerTaMeHTaIHE wvxtvt@bobtard.com Release
3999441935 08-Apr-2008 11:05:50 Re: Samraem npenogasaTens aHCIMACKOTO ASEIKA susan3sylveste@info gamanetwork.com Release
3999443128 08-Apr-2008 11:13:50 Cpouso mywes oduc? 3sommme! tr4346zlt@feve jp Release
3999443466  0B-Apr-2008 11:15:58 Kongmmonepe:. [TocTasea i MoATaE 050pyA0EaHIA tineina @blued.com Releasze
3999444783 0B-Apr-2008 11:25:00 CpouHaz ayANTOPCEAA MPOEEPEA wiulivudlu@virginlaw.com Releasze
3999447188 08-Apr-2008 11:40:31 MocTeasHoe Hedbe A714 BCEX NeHATeTeH CTHIA B KoMbopTa f-seichi@mypatientsonline net Releaze
3999447492 08-Apr-2008 11:42:57 gﬂﬁgﬂ;@a‘ﬁ%ﬁ&?mf:&:ﬁ;g?:mm:_;c E::;“ﬁ:“?:::“;( m dotyk@qwest.com Release
3999447532 (08-Apr-2008 11:43:10 TpedoBaHmA K IPeNp 0 KTHOH, IPOEKTHOH NOATOTOEKE CTPOHTEIECTED joaquincid@horuses Release
3999448617 08-Apr-2008 11:51:49 ]-[AJIOI"DBA}I OIITHMH3AILTHA : IIPEEJIBI JOITY CTHMOCTH hsanwo@bmline.com Release M
3999449044  08-Apr-2008 11:55:08 Cogp Tpe0oEBaHAA K IPeANp 0 eKTHOH, IPOeKTHOH NOArOTOEKE CTPOHTEIBCTE cgomaran@hodes.com Release
3999449642 08-Apr-2008 11:59:19 Pestome [1aenoro Oyxraarepa grieshammer@huis-op-maatnl Release
3999451665 08-Apr-2008 12:14:13 Tamoxensas cTaTHeTHEa Poccmiickoi $egepannn uzehring@hea-tdl.de Release
3999452521 08-Apr-2008 12:20:59 BpoHE 1 30CT3aEKa OHIETOE Ha CHEKTAKTH/KOHIEPTEL barter@positivetounsm.com Release
3999453299 08-Apr-2008 12:26:57 Besel cannon793 dspring.net Release
3999453693 08-Apr-2008 12:30:34 TaGmemuxm alfredhrustvkey@msn.com Release
3999455164  0B-Apr-2008 12:42:21 [62]: $mHamcosax faza sudhakar83913sidharta@barbf com Releaze
3999433611 08-Apr-2008 12:46:13 Mpegzoxenne z1s HHBECTOPOB willie?4sph@walla com Release
3999455893 08-Apr-2008 12:48:33 OTHEPEITE KOMITAHIIO fyjrmjeovge@bovz-wanted com Release
3999457316 08-Apr-2008 12:39:54 IMoansTRIEHOBEE TAKETH 0T OPOHSEOJHTET soroorfyang@portsevend in bi Release
3999457408 0 B—Ap(—ZOOB 13:00:54 Tnpmnn € TIOMemIeH e wendy6Ttsung_lu@zfree conz Release | |
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eSafe® n Multiple LDAP

JIF LDAP Configuration

|Ize the Bazic Settings tab to defing the settings eSate will use to connect ta the LDAP server. se the Advanced Settings tab to
perfom search quenies.

Mate that the uger/group root nodes can include lists that use semi-colon delimeters.

x|

M ake sure that the Active Directory iz configured ta allow the LDAP server to retrieve more than 1000 entnes for a quemny. For details
oh changing this zething, contact Microzoft, or eSafe Technical Suppaort. **

LDAP servers IDefauIt j | | I':Il Restore LDAP server defaults |

Basic Settings | &dvanced Setings |

Select zerver type

LDAP zerver address

Cannection part

|Jser name [DM]

Pazzword

|Jser root nodes

Group root nodes

Huost root nodes

Intervals for zync

I.-’-‘«c:tive Directary j Backup of MHaone

|1_1_3_1n

|389

|e>-:am|:ule

Ixxxxxxx

b ake zure that you uze a pazzword that does not expirel

|e>-:am|:ule

|e>-:am|:ule

Ier:amplel

{10 min =l

(1] I Cancel | Help
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eSafe® PoneBoe ynpaBneHue
eSafe
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® Peanu3aums AOCTyrna K KOHCONW YNPaBNeHUS C YPOBHEM
NPUBUNErNA B 3aBUCUMOCTUN OT POJIN:

— AAQMUHUCTpaTOp

— TonNbKo YTeHue (PeXxnM MOHUTOPUHTA)

— YnpaBneHne KapaHTMHOM 1 paboTa C oT4eTaMu
— URL Filter Helpdesk

MIF eSafe Gateway MitroInspection on “Demol™

- File Wiew | Options Help

Configuration. ..

'?!/" }_ NitroInspection Configuration. ..

eSafe Appliance Manager. ..

S LD&P Configuration. .. B In
) rogress

Ll
L=am g = g

Access and Permissions 0

Repott...

Quarankine L4 g SMTF

View Session Log Details
Yiew Spool Manager g SMTP
Cutbreak Sentry

TP Session Statiskics

=)

Spam Summmary Repork Sekkings. ..

- o o o o -

Spam Summary Repork
Traffic Statistics Report h by protocol of files currently be
Reset Traffic Skatistics

Troubleshooting. ..

|
Aladdin Cu:ullileilt Tru:uul:uleshuu:ut:ini;_u:fs... : E ‘\
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eSafe® CxeMbl BKJIIOUEHUSA
eSafe

PROACTIVE CONTENT SECURITY

¢ [lpo3pa4Hbii MOCT
® MapuwpyTusatop
® MapuwpyTtnsaTtop c nogkntodeHnem no PBR (Policy Based

Routing)
\ e Forwarding proxy
||
R ® Full Proxy
pian e (OTKa30yCcTONUMBbIE CXeMbl C 6anaHCMPOBKOW Harpy3ku
' ® DK30TUYECKME CXEMbI
E SAMPLE DEPLOYMENT MODES
= . eSafe Security Cluster
B o HTTP Proxy y iy el
[ _,-*'f ' ':I-__h_,_
M ~
- e3ale Galeway
~ Firewall & -~ :
O — esafe Mail
- - SMTP Servers
| |
[ |
eSafe Security Cluster Mode
Bridge Mode with Proxy
||
Aladdin
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eSafe® npnsa Enterprise
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e MacwTtabupyeMocTb. BO3MOXXHOCTb NOCTPOEHUS
OTKa30yCTONYMBbLIX CUCTEM C HanaHCMPOBKOW Harpy3Ku

e eSafe® Hellgate XG-300 Appliance. MoluHas AByxnpoLeccopHast
annapaTHas niatgopma.

® bonee MowHble annapaTtHble nnatdopmel. VACD

eSafe® HG-200 Appliance

YyEEE EEp>~
||

Y

eSafe® VACD

Aladdin
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<« HE HEp="
YyiIEE EEp~
' EE T

Aladdm

URITY

SOLUTIONS

eSafe® nona ISP

® OnNTMMU3MPOBaH A/15 BbIMOHEHUS HA MOLLHbIX
annapaTHblxX nnatgpopmax (HanpuMep IBM BladeCenter)

e (ObecneuynBaeT HEOrPaHNYEHHYIO MPOMYCKHYIO
CMoCcOBHOCTb NMPU HWU3KOWM CTOMMOCTW BNAEHUS

e (ObecrneumBaeT nnaTdopmy Ass NpeaocTaBeHNs
BOCTPEOOBAHHOM YCNyrn OYMCTKN MHTepHET-Tpaduka
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3aKOHYEeHHOe pelleHue
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Full Tiered Solution

= er——
]
o ———  fwcurigy Tior - Hon Subsoibed User
B Securiny Tier « Trartfie Thorey Aectiris Lirwed 3
- Security Tier - Tratfic flow Acoses Lawel 2

= Security Tier - Bralfic Now Actow Lowval 1

. This Diagram shows a sample I5P environment with integrated provisioning services using Cisco Platfonm
@ SecureSurf

Aladdin 40
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Ceptudpukar ®CTIK
eSafe

PROACTIVE CONTENT SECURITY

CHCTEMA CEPTH®HKAIIUH
CPEACTB 3AIUHTHBI MHPOPMALHH

B
.I;» 34 E MO TPEBOBAHHUAM BE3ONACHOCTH HHOOPMALIHH
> u ] MNe POCC RUOODL.01EHOO

CEPTHDPHKAT COOTBETCTBHA
Ne 1590

Bugan T anpens 2008 r.
Jeicrmemencn a0 T anpeas 2011 1

Hactonugial cepTifEaT ¥R0CTOBEPHET, ST0 AporpasMsibil wovmieke ol poakTnbiman cHcTema
wonvenr-beionaciocTn eSafe Go, Jennsaaknnil nosep 4653838150 1400 001-06, payy
FIPOSIBO I A0 «AJIAJNIHH  PJle 5 cooTeeteTEIN € TEXHINCCKHME  YENOBHAME
46538383501 400.00 1 -D6TY, dyukusonupyouii nol YNpapscHHeM ONepamsonsms cheres Linux Red
Hal, Windows NT/20002003XP, sanscTed  nporpaMMHeiM - CPEICTBOM  EAMTH  lsdopaalng,
COOTBCTCTRYCT IrH.'(H.‘-N:IIIII:I\I TEXHIYCCRHE  Yeaoau W MEET  HCNOABICBATECE  ANE  COAMAHHE
THINPOBRHNLE CHOTEM A0 KAMES  SaEiHLLE HIBOCTH Il BXMOUIITENLHG B CODTBCTCTEIN
HERIE RN 1 PYROBOANELETS ATKYMEHTA SABTOMATHE PO B CHRTCAE Jaupra oT
HECANKIIOHHPORAMNOTO A0CTYNA K insgapuamnn,  Kanccnduknins apToMoTHIMPHERIHNLX CHCTeM W
rpefosamma ne maumne wspopaname (Cocrexxomiccnm Poconw, 1992),

- Cepridikar naan 18 CCHORIMME PETYALTATON CEPTIhMKRENNIILN HEIMTANAR, IPONEICHILY
= oA AnBopamoms 3A0 DEYMSHTANLINSE CHCTEMBS  [STTCCTAT AKKPEANTALMW  OT
BOT.022) Texmuecko: akmovene or 2702 2008, n wcneprioro

|
|
. 24052006 Me C3IH RLI30:
mEAOYSE oprana no ceprdiakzinm Accoumanrn EBPAAC (arrectar akxpesirmaunn ot 18072003
[ | e C3H RLLI225 A93 008) or 31032008
n
Fampsrreas:  FAQ «ASIATUIHH P s
Anipe 12922 Mockea, yo. Jlosysrna, 1 16
Tenedon (495) 223-0001

KosTposs  MOPKMPOBINMA  THIKOMM  CODTRCTCTEME  Cop

pomaNNGi  TpoAYKIBM W
MINEKIMONAWA  ETPOAk €6 CODTRETCTHAR TPeGORAMMAM YEIAHHLIX B HO
PYROBGANEETT JOKYMEHTI H TEXIIMECKHY YO0l OCYLIECTICIRETCR HEILTaTeE!

AeM  ceprirkane
mafoparopedi IAO0

Oy MEMTILALMLIE CHETE ML

A anonon

L] 7
C N A
TS canh Ch IMBAVLIMNCCEn b ey 100 ITnMASS (ETCIP COPT A SMEapIEa NN LI 34018 1AHIH 18 AN GEa AN
N P g
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Cnacub6o0 3a BHMMaHue!

eSate

[lepenbiecuH [.A.,

MeHneOxep rno pabome ¢
napmdepamu u
KopriopamueHbIMU 3aKka3qyukamu

e Token@aladdin.ru

| ]
i’}xladdin' eSafe@aladdin.ru Lo
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